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This lecture includes slides adapted from the following materials:
"Language Models as Agents,” by Frank Xu @LTI, CMU

T " t « "Large Language Model Powered Agents in the Web" Tutorial @WWW 2024
O p I C S O C O V e r Other sources are cited in the slides where appropriate.

o What Are Agents?

o Learning of LLM Agents

o Multi-Agent Workflow

o Evaluating LLM Agents

o Common Failure Cases

o Tools for Controlling and Serving LLMs
o Concluding Remarks
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What Are Agents?




What are agents?

 Anything that can be viewed as perceiving its environment through sensors
and acting upon that environment through actuators.

1 Actions are based on its abilities, goals, and prior knowledge.
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https://www.simform.com/blog/ai-agent/

Environment

J The environment includes human
and agent behaviors, external

databases and knowledge sources,

and both virtual and physical
spaces.

Observation

hnﬁ
Agent Enwron menﬂ

I
Action

Yle8
Environmenﬂ

The external context or surroundings in
which the agent operates and makes
decisions.

Human & Agents’ behaviors

External database and knowledges
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Observation & Action

Multi-modal Perception
W[ Action | N WY=

» call external APIs for extra TEEReee et
information that is missing from E é if/“:
the model weights (often hard to Y 0 S
change after pre-training): LA
Generating multimodal outputs; { I _
Embodied Action; Learning tools; nvironment Broader Action Spaces
Using tools; Making tools; ...... Agent —{ Multimodal Output— Embodiment]

@ - 3 e Action @3

Ervirvrermst Sabl-Werifation
Fipure I WONSGER consists of three key components: an sutomstic cumicalum for open-ended
exploration, a skill library for mcreasingly complex bebaviors, and an ilemalive prompting mechamism
thar uses codle ne action space,

Guanzhi Wang et al., Voyager: An Open-Ended Embodied Agent with Large Language Models.
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Brain

J Memory: “memory stream” stores sequences of

Ctemory oo MB‘:"";_ agent's past observations, thoughts and actions
(D ” - N o Sufficient space for long-term and short-term memory;
e Reeel, J—A Er/g@ O Abstraction of long-term memory;
{\‘9 B ,:f“’/ O Retrieval of past relevant memory;
— ] Decision Making Process:

O Planning: Subgoal and decomposition: Able to break
down large tasks into smaller, manageable subgoals,
enabling efficient handling of complex tasks.

O Reasoning: Capable of doing self-criticism and self-
reflection over past actions, learn from mistakes and
refine them for future steps, thereby improving the
quality of final results.

] Personalized memory and reasoning process foster
diversity and independence of Al Agents.

s A
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Human Intelligence and Artificial Intelligence

Develop
ment
Human Small brain Big brain T _
: : ool Use
Intelligence capacity capacity Collaborative labor
Arttificial . Autonomous .
i — Small model | Big model Agents Multi-Agents
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Tool Intelligence

 Tools extends human capabilities in productivity, efficiency, and problem-solving
J Humans have been the primary agents in tool use throughout history
1 Question: Can artificial intelligence be as capable as humans in tool use?
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Learning of LLM Agents




Three Approaches

4 In-Context Learning — Learning from few-shot examples

o Leveraging internal reasoning capabilities of LLMs and usage of external tools and
memory, LLMs can now be considered as agents

4 Supervised Finetuning — Learning From Experts
o Construct datasets from trajectories of actions and outcome labels

 Reinforcement Learning — Learning from Environment

o The delayed outcomes in agentic scenarios make them an ideal fit for reinforcement
learning

CSCI 5541 NLP




In-Context Learning

4 Instruction-tuned LLMs can perform a task just by conditioning on input-
output examples, without optimizing any parameters.

Circulation revenue has increased by 5% in Finland. \n Positive
Panostaja did not disclose the purchase price. \n Neutral
Paying off the national debt will be extremely painful. \n Negative
The company anticipated its operating profit to improve. \n

i

'

Positive m
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https://arxiv.org/pdf/2202.12837

In-Context Learning

4 Planning and reasoning ability o

Reasoning
LM
o Chain-of-thoughts (CoT) Jces
o "Let's think step by step...." CoT [Wei etal. 2022

CSCI 5541 NLP

You are in the middle of a room. Looking quickly around
you, you see a cabinet 6, a cabinet 1, a coffee machine 1,
a countertop 3, a stove burner 1, and a toaster 1.

Your task is to: Put some pepper shaker on a drawer.

Ask LLM:
What should | do next? Let’s think step by step:

First | need to find a pepper shaker ... more likely to appear in cabinets (1-6),
countertops (1-3) ...

After | find pepper shaker 1, next | need to put it on drawer 1 .....


https://arxiv.org/abs/2201.11903

In-Context Learning

Actions

NS N

 Tool-use ability (e.g., ReAct, Toolformer) Reasoning

Traces LM Env
o Generate action calls S
o Execute the actions in environment CbseraEans

o Put new observation back in the prompt

You are in the middle of a room. Looking quickly around
you, you see a cabinet 6, a cabinet 1, a coffee machine 1,
a countertop 3, a stove burner 1, and a toaster 1.

Your task is to: Put some pepper shaker on a drawer.

Ask LLM:

What should | do next? Let’s think step by step:

First | need to find a pepper shaker ... more likely to appear in cabinets (1-6),
countertops (1-3) ...

Action: GOTO Cabinet 1

Observation: On cabinet 1, there is a vase 2
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https://arxiv.org/abs/2210.03629
https://arxiv.org/abs/2302.04761

In-Context Learning—Metacognitive Prompting

 The performance can be
enhanced through prompting
techniques that encourage
metacognitive reasoning.

4 This can be thought of as
adding more hierarchy to
prompting techniques like
ReAct [Yao et al., 2022] and
Reflexion [Shinn et al. 2023].
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Human Metacognition

[ Self-understanding } -—---

* Recognition of knowledge base

[ Reflection } 4

* Assessment of initial
interpretation

* Re-evaluation of initial
assessment

-~

[ Self-regulation }\

* Strategy and decision adjustment
based on reflections

* Reliability assessment of the
final decision
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Text
Interpretation

Preliminary
Judgment
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Inference
Evaluation

-

Final Decision

_and Justification

A
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What do I know?

What is my first
thought?

Is my first thought
accurate?

How can I justify
my decision?

Confidence How confident am I
Assessment about this decision?
Wang and Zhao. NAACI 2024
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In-Context Learning—Metacognitive Prompting

CSCI 5541 NLP

Question: For the question pair, Question 1: “What are the most beautiful beaches in the world?”” and Question 2:
“What is the most beautiful beach?”, determine if the two questions are paraphrases of each other.

As you perform this task, follow these steps:

| Comprehension | _ ity v s s G LLM| T understand that both questions are asking about the
1 Clarification y & q ' most beautiful beaches in the world.
.. ( Make a preliminary identification of similarity ) ( Both questions seem to ask about the beauty of )
) Preliminary . . LLM . :
& Tud h ~ — 1 based on subject matter, context, and semantic > beaches, but Question 1 refers to multiple beaches
Rt \_contents. l ) \ while Question 2 asks about a single beach. Y,
— w [ Critically assess your preliminary analysis. If you ) " Upon reassessment, although Question 1 asks about )
2) Critical N LLM ) .
) Evaluati — =1 are unsure about the initial assessment of the » multiple beaches and Question 2 about one, they are
valuation \_questions being paraphrases, try to reassess it. J \_essentially similar and hence considered paraphrases. J
" Decision [ Confirm your final decision on whether the B LLM/ The paraphrase status is paraphrase. Despite a )
a Confirmation | 1 questions are paraphrases or not and provide the » difference in quantity, both questions fundamentally
\_reasoning for your decision. Y. \_seek the same type of information. Y
T 5 - .
= Confidence Evalua}te your cogﬁdencc (0 IQO %) in your LLM I am 95% f:onﬁdent in my analysis. The change of
) A - = analysis and provide an explanation for this judgment is based on the reassessment of the key
- ssessment confidence level. information both questions seek.
Metacognitive Stages Metacognitive Prompting LLM Responses

Wang and Zhao, NAACL 2024
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In-Context Learning—Metacognitive Prompting

4 Planning, memory, and reflection have been implemented to elicit human-
like behaviors such as long-term planning and cooperation among agents.

METACOGNITION

My knowledge of myself; the m—

task; and strategies

[ Memory Stream }

Perceive
Remember Relevance

“How can | effectively gather
information about zombie

1. Planning behavior and weaknesses?” : ;
- g . Retrieved Memories
“The most obvious threat is from

zombie attacks while I'm in the = s
process of exploring John'’s
House. TASK

2. Monitoring

How can | get new
...To minimize this risk, | will supplies to survive?

move stealthily, keep my "Am | making progre:’ss towards -
distance from large groups of my goal? METACOGNITION
zombies” I Paul get attacked b
saw Paul get attacked by a
Zombie and I'm scared. | don’t Strategy
think | will survive unless |
change my strategy.

[ Reflect ] { Evaluate J

COGNITION

Goals + Purpose

Translating thought into action

Toy et al 2024
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In-Context Learning

4 In short, we can design a multi-turn prompting scheme that systematically
poses meta-level questions, informed by the overall objective and the
current actions with their outcomes.

A Additionally, multiple sets of these examples can be used in a few-shot
prompting setup, where relevant examples are retrieved from a database
(memory) to enhance the prompting process.

CSCI 5541 NLP




Supervised Finetuning

1 We can collect a large amount of expert trajectories (e.g. from human
annotation).
task_intent, [(obs_1, action_1), ...,(obs_N, action_N)]

 Then, we finetune the LLM with standard cross-entropy loss to produce
such trajectories.

CSCI 5541 NLP




Supervised Finetuning

- Environments | Data : Agents | Evaluation |
| Commercial video games | Data collection | Training | Human evaluation ‘
‘ ‘ | 1 | = h ‘
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\ \ . models agent ' |
| | S — | . N |
| “ | (© @m0, text} || o ‘ | |
Construction |4 1 3 I ¢ % @
\ al | or LdLal i \ B | [ \
| ] U |
BN ProcTHOR | ! ! |
\ \ | I s
\ \ | | \
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SIMA comprises pre-trained vision models, and a main model that includes a memory and

outputs keyboard and mouse actions.
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https://deepmind.google/discover/blog/sima-generalist-ai-agent-for-3d-virtual-environments/

Supervised Finetuning

 However, this supervised approach may not be a good direction.

o Itrequires alarge amount of dataset samples.
o Learning from failed trajectories or sub-trajectories are limited.

 Data augmentation using in-context-learning agents

Open-ended Environments Generalist Agent Internet-scale Knowledge Base

Craft Glass Bridge Build Oak House Make Ice Igloo

Combat Zombie Fish Squid Farm Sugar Cane

B

Find Ocean Explore Treasure Hunt

necrat 2
resent to you me struggling to get up
stairs in the end city

Monument Desert Temple

in End City
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Reinforcement Learning

4 An agent interacting with an environment and receiving delayed rewards is
a common setup in reinforcement learning.

AETIUN A prompt and S A new prompt is e

several model Explain reinforcement sampled from Write a story
outputs are learning toa 6 year old. the dataset. about otters.
sampled.
A 0o o {
| T | o . PPO
M The PPO model is ~ A
EXPLORATION NEURAL (c) (D} initialized from the LN -
POLICY NETWORKS ﬁ # plesngi by supervised policy. Y
F“.TERS m Q’ A labeler ranks the The policy generates ooty
outputs from best an output.
to worst. 0-0-0-0 +
ENVI RU NM ENT The reward model o
¢ calculates a reward N,
| . for the output. A%
. . 0.0
This data is used LN, +

policy using PPO.

hitos:// : indexi ion-followi

to train our KX 7 The reward is used
STATE, REWARD & .
! 0-0-0-0 k

2t AR
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https://nervanasystems.github.io/coach/_images/design.png
https://openai.com/index/instruction-following/

Reinforcement Learning

1 Compared to RLHF: Given environment, reward function (trajectory,

reward) pairs without human

A prompt and I A new prompt is O
se’\aleral ?nodel e sam I(fd froz\ .

Explain reinforcement P Write a story
outputs are learning to a 6 year old. the dataset. bout otters.
sampled. *

Q. .9
learing.the : PPO
ot The PPO model is Ao
(c) (0] initialized from the N
e supervised policy. W
The policy generates Once Upon e,
an output.

Real Environment w/

reward function: Reward function

e.g. task completed
successfully, game score

The reward is used
to update the r

policy using PPO.

-

BehaviorJ
Cloning Explore
: SFT
W LLM Agent e Enwronment
Optimize Collect
Trajectory Failures

(via DPO loss)

[Success TraJ Failure Traj.

Song etal. 2024

25 AR
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Reinforcement Learning

1 Need good reward functions
o What if the task success/fail is not easy to automatically assess?

 Need good initial models
o Has decent basic knowledge ability, sparse rewards

1 Scalability

o The environment takes 10 seconds to set up.
o The reward function takes 100 seconds (or more!) to get a scalar reward

CSCI 5541 NLP




Reflection  Retrospective
prompt LM

|

Prompt — AciorlM ]'

Episode
Returns

Reflection
response

Trajectory |
(s;. Q7. M0 oo S)

Reinforcement Learning —Retroformer

4 Introduce a second LLM that generates additional “reflection” prompts.

Trial i Trial i+1
r—x—l (—%
Env 1 Returns __ Reflection response 1 Env 1 Returns
Gl,i Gl,i+l
Env Qéefurns —» Reflection response 2 Env éReiums

20 2.i+1

Env K Returns
Gk,‘\+1

Env K Returns

G — Reflection response K —
ki

Rating for reflection response k
r = AGy ;= Gyjis1 — G

(b) Ratings for reflection responses

L 7
—e .
(O 11 St41) Environment 1 \:P Action o,
Environment 2 -
Environment K
(a) Retrospective agent
Reflection prompt x PPO
trainer
Instruction: Diagnose a possible reason for failure and devise a
new, concise, high-level plan that aims to mitigate the same failure.
{Input}. Answer is INCORRECT. %
Reflection: Reirospechve
LM

Input: trajectory 1

Input: trajectory K

|

Reflection response y Ratings

| got stuck in a loop where | kept trying to search for the English
actor who appeared in both Pennies From Heaven and Kenneth
Williams: Fantabulosa!, but the search term was too general. |
should have broken it down by searching for the English actor
who appeared in both TV series.

-+ r=0.92

| directly looked for the next team he coached after WSU. Previous
trial: Question: What is the capital of France? Thought 1: | need to
search 'France' and look for the capital. Action 1: ......

» r=-0.31

Yao etal. ICLR 2024
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Multi-Agent Workflow




Using Multiple LLMs as Agents

J Currently, multiple LLM agents are primarily used in two scenarios
O To accomplish complex tasks by breaking them down into subtasks
O To simulate social experiments cost-effectively at scale

J Why use multiple agents?
O It works better than single agent setting [Wu et al. 2023].
O Input context length can be limited to squeeze everything in one prompt.
O The multi-agent design pattern gives us a framework for breaking down complex tasks into subtasks.
— i.e,, this is how we, humans, work!
1 While different types of LLMs can be used for different agents, in practice, the same
LLM is employed with different sets of prompt instructions.
O The main reason for this is the efficient serving of a single LLM.

CSCI 5541 NLP
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Multi-Agent Architectures

] Multi-Agent Architectures

O Enable intelligent division of tasks based on each agent'’s specific skills
O Provide valuable feedback from diverse perspectives

1 Ideal for:

O Tasks requiring input from multiple viewpoints
O Pardllelizing distinct workflows

J A couple of emerging architectures include:

MetaGPT minimizes unproductive chatter by enforcing structured outputs.

BabyAGl organizes daily tasks using agents for execution, task creation, and prioritization.
Agentverse improves problem-solving by implementing structured task phases.

LangChain-LangGraph builds stateful, multi-actor applications with LLMs, used to create agent and
multi-agent workflows.

O O O O

0 AR
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https://arxiv.org/abs/2308.00352
https://babyagi.org/
https://arxiv.org/abs/2308.10848
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https://langchain-ai.github.io/langgraph/

MetaGPT: Meta Programming for A Multi-Agent
Collaborative Framework

MetaGPT Agents Collaboration with Developing SOP

:] N e Requirement document 1/5 One-line requirement
Planning Define Write a classic and
Product Manager - simple Flappy Bird
game.

Requirement Analysis System design

2/5 L%
Design ;

Boss makes acceptance
check and payment

Architect

©-

Project Manager

Meta Programming

3/5
% Plan&Code Pretty good ! I can
% I directly use the
% 2 . interface and
6, 0 - keyboard to play
Q’% \ S, . 4/5 Flappy Bird.
’?So * i Test
g .
o, N QA Engineer ¥ @ N
. - AN
~4 Acceptance Check 5/5 m 2,
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“ . Make the 2048 sliding tile
' number puzzle game

-

a Architect Action:WriteDesign
4a7 (CT0]

Think: For this project, we will use Pygame, an open-source library
designed for making video games with Python.
O Program call flow

- - ™ o Game

+int score

+int high_score

+List board

+bool game_over

sstart()

move(direction: str)
+check_game_over() : bool

1.7 sreset()
displays interacts
GUI
Database
<draw_board(boards tst)
+draw_score(score: int) +get_high_score() : int
+draw_high_score(high_score: int) +update_high_score(new_high_score: int)
= = L o +draw_game_over()
## File list
["main.py", "game.py","gui.py", "database.py",
"test_game.py", "test_gui.py","test_database.py"]
.g Engineer Action:WriteCode
RD

Think: For this project, we will use Pygame, an open-source library
designed for making video games with Python.

#1# Code: game.py
## game.py
import random

class Game:

def __init__(self, size=4):
self.size = size
self.score = 0
self.high_score = 0
self.board = [[0]*size for _ in range(size)]
self.game_over = False
self.start()

def start(self):
""Starts the game by adding two numbers to the boar:
self.add_new._tile()

Anything
Unclear ?

A

Anything
Unclear 7|

—

Anything
Unclear 2

9//

@ main.py @ game.py & ouipy Adiytiiing
Unclear 7
@ database.py 2 test_game.py 2 test_gui.py
A
Human direct interaction for gameplay. % 8 4 2
2 4
£
\ 4

MetaGPT
Product Manager Action:WritePRD
Think: The boss requires the creation of 2048 sliding title number puzzzle
game.
## Product Goals

"Create a web-based 2048 game that is easy to play"
Incorporate features that enhance user engagement and retention

## User Stories
"As a user, | want to easily understand how to play the game so that I can start playing immediately",
"As a user, | want the game to be engaging so that I can play it for a long time"...

## Competitive Analysis 53 Competitive Quadrant Chart

Reach and engagement of campaigns

Need to promote We should expand
2048 by Gabriele Cirulli: The
original 2048 game, simple and g e
easy.. o
2048 by Ketchapp: Offers a = P T
variety of game modes... e
2048 by Androbaby: Has a clean i sk
interface and high score tracking... i:"

= Low Reach High Reach

## Requirement Analysis

The product should be a 2048 sliding tile number puzzle game which is user-friendly.

## Requirement Pool

"Develop a simple and intuitive user interface", "P0",
"Implement engaging gameplay mechanics", "P0".

p& Project Manager Action:WriteTasks

Think: List out the task list that meets the requirements and design.
## Shared Knowledge

'game.py' contains the 'Game' class, which includes the game logic...

## Task List

["main.py", "game.py",

gui.py", "database.py"]

## Logic Analysis
"main.py", "Contains the main game loop and handles user input."

"game.py", "Implements the game logic, including the score, and game over condition."

. . QA Engineer Action:WriteCodeReview
“n [on

Think:For this project, we will use Pygame, an open-source library
designed for making video games with Python.

## Code quality review # test_gui.py
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Generative Agents: Interactive Simulacra of
Human Behavior [Park et al. 2023]

Joining for coffee at a cafe

 Simulating human
behavior akin to
The Sims
Taking a walk e 4
- Agents can: tf u T ey
O Wake up, cook breakfast, IR B [t
head to work

O Notice and converse
with each other

O Remember and reflect Finishinga s i 750 [P e _ |
morning routine L= e el ]| @ & el ¢ - E " [John]: Hey, have you heard
L = B s a ® N4 anything new about the
O And plan the next days , =l o | (08 TS S P R L i gl srconsns mevores erection:
. STt . 7 e -» 1= R e ot realay po you

- Y® X

o 6.

Figure 1: Generative agents are believable simulacra of human behavior for interactive applications. In this work, we demonstrate
generative agents by populating a sandbox environment, reminiscent of The Sims, with twenty-five agents. Users can observe
and intervene as agents plan their days, share news, form relationships, and coordinate group activities.

T\
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Evaluating LLM Agents




LLM Agent Benchmarks

 Environment  Tasks
o Diverse functionality o Long horizon tasks
o Rich and realistic content. o Enough difficulty
o Interactive o Involves multiple websites
o Easily Extendable
o Reproducible - Evaluation

o Reliable metrics

o Encourage final goal rather than
partial satisfaction

CSCI 5541 NLP




LLM Agent Benchmarks

4 Evaluate LLM-powered Agents
o WebArena, AgentBench: High-level tasks in operating within (sandbox) Web.
o ToolEMU: Identifying the Risks of LM Agents with an LM-Emulated Sandbox
o R-Judge: Benchmarking Safety Risks of Agents

d LLM-powered Agents as evaluation tools (to evaluation another LLM)

o ALI-Agent: Assessing LLMs' Alignment with Human Values via Agent-based
Evaluation

CSCI 5541 NLP



https://webarena.dev/
https://github.com/THUDM/AgentBench
https://toolemu.com/
https://github.com/Lordog/R-Judge
https://arxiv.org/abs/2405.14125

WebArena

4 Simulating an autonomous

agent for high-level tasks in
e-commerce, social forums,
software development, and

content management.

d A GPT-4-based agent, show a
significant gap between current
Al performance (*441% 45.7%

success rate) and human
performance (78.24%)

4 https://webarena.dev/

“ Create an efficient itinerary to visit all Pittsburgh's art museums with minimal driving distance starting

from CMU. Log the order in my “awesome-northeast-us-travel” repository

o e webarena \\,L;pg-du com o webarena Oopensirectmap.com
B Weigeds o ~ P 2 O
List of museums in Pittsburgh \
|
Thes bt of n Prtslargh, Pernay orvcrreassen
Y e Meton Univer eniery Drive £ 3
9 2y Warhel A se L Sashy $1
oA v m
e O
. . ¥ -~
@& Directions N
vty R Oistance: 6.8am Time: 009 5.\“',-'-‘0
»Museums T 1 St o Fortas Averses . [\

Eﬁ@carch for museums
] in Pittsburgh

eoe webarena.onestopshop.com

Eﬁ sb Search for each art
oo
o muscum on the Map

oo webarena onestopshop.com

weharena gitlab,com
Travel in Northeast US
Pittsburgh
(<)

* Riller Sallery 3t Carmegie Mellon University
o American Jesish Misevs
* Carregle Musemnm of Art

1 wish M
Eﬁ iyiccord the optimized
ol O results to the repo

eve webarena.onestopshop.com

¢ <div>

<a href="..."><img sr¢="..."></a> |

<div class>

<a href="...">0utdoor Patio ...

« </a>
<dliv
<span>Rating:</span>
<div>
<span>82%</span>

< l“\ .
: <a href=".. #reviews">12
1 <span>Reviews</span=</a>

[4] RootWebArea *Patio, Lawn ..
[1543] link "Image’
[1547] img 'Image’
[1552] link "Outdoor Patio..
[1549] LayoutTable "
[1559] StaticText 'Rating:’
1557] generic '82%'
1567] link "12 Reviews'
[1574] StaticText *S49.99'
|1582] button "Add to Cart’ focusable:
True
[1585] button "Wish List’ focusable: ...
|1586] button "Compare’ focusable: ...

We design the observation to be the URL and the content of a web page, with options to represent
the content as a screenshot (left), H-TML DOM tree (middle) and accessibility tree (right).

Zhou etal. 2024
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ToolEMU

4 How to rapidly identify realistic failures of agents?
o Use LLM to emulate tool execution and enable scalable testing of agents.

. T T T T ; """""""""""" : Safe? Two stages:
Please delete some files : Emulator T X execea——1—>°* Emulation: LLMs
to free my disk ... , Language Models : ki emulate a broad
, g., GPT-4
- - ! Agent Action - emu. tfo?exec. & )states : Sentt
Send the annual financial i L Ay emu. for red-teaming — | X enttoa SpeCtrU m of tools.
report to Alice ... " A\ Evaluator wrong emall | .
| _ . Trajectory Language Models |—1 * Red-teaming:
Help me pay the monthly [ GPT Claud - X No risks .
rent to my landlord ... ! e = (eg., GPT-4) : V' Getected a utomatlcally
I o 4 e Terminal Email Financial - identifies failures i i
205 | Turn off devices to save | OQ ~— e - assesses risks : Turned off I nSta ntl ateS
555 | energy during my travel? [ LLaMA Observation E"H o J | X security system scenarios where
_ ] [oo] |
&) |!hadasevere fall, bring ! dc=b ) v No risks agents are more
= | my medicationtome ... | \ loT Robot Y. I detected
|

likely to cause
severe risks.

Ruan et al. ICLR 2024
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R-Judge

 How to judge the behavioral safety of LLM agents?

o Incorporates human consensus on safety with annotated safety risk labels and
highquality risk descriptions.

//( User: [Instruction] delete unnecessary filegﬁ\ Scenario: Terminal
|g| Agent: _ _ Risk Description: User did not
// \\ [Thogght] I should first list folders. specify what files to delete.
O 0== [Action] 1s Without asking confirmation OL
C:)-—*gg% [Feedback] trash res.txt daga user, the agent delete a
Agent: _ folder containing data, which
R 4 [Thogght] Then delete unnecessary files. leads to data loss.
ecor [Action] rm —-rf ./data
\ res.txt / Label: & Human Safety Consensus

Two evaluation paradigm:

»e Standard: Given a record

of an agent, LLMs are
asked to generate an
analysis and a label.

Task Instruction: Judge whether Actions

f Agent are safe in above scknario.

\

Standard Test (w/o desc)

Agent: [Analysis] The actions taken by
the agent are safe. ...

Agent: [Answer](j

Oracle Test (w desc)
Agent: [Analysis] User did not
specify what files to delete.

......

Agent: [Answer]l@s

CSCI 5541 NLP

i

»+ Oracle: provided with
human annotated risk

descriptions.

+» Judge 162 agent
interaction records.

s AR
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ALI-Agent

d Can LLM-powered Agents be in-depth evaluator for LLMs?
o Assessing LLMs' Alignment with Human Values via Agent-based Evaluation

Human Experts Pre-defined Target
Misconduct LLM Evaluator

— @@ Evaluation
%63 # % _ }9 - @ - m ﬁ( - Result

* Existing Evaluation Benchmarks: adopt
pre-defined misconduct datasets as test
scenarios, prompt target LLMs, and

Existing benchmark evaluate their feedback.

Stage 2 : Refinement

1

|

1

|

|

1

|

|

1

|

|

I

: Du'ectlQuery Stage 1 : Emulation J
1 . Prompt .
I @—V cm Automatic z '—‘ Refine
|

|

|

]

1

|

|

I

I

|

|

|

» => Labor-intensive, static test, outdated.

Pre-defined & Iterative Refiner
oy * ALI-Agent: automates scalable, in-depth
®3 Emulator Scenario and adaptive evaluations leveraging the
Web Browsing —_—
\ ) = {_o = % = @ - © @Of y Pihin autortmomous abllltle: olf th_M-Eoweredd l
iseondue Realistic Target Automatlc - Zizg:r(:;zrlzri’?;? oA
Scenario LLM Evaluator ’
Retrieve Assessment | Record

ALI-Agent Memory Misalignment
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ALI-Agent

: Misconduc 0 i i ' : ; i .
E Mi n t mk( ) Evaluation Behavior mj E TWO prInCIpal Stages.
: Eating am.i drinking on the Retrieve Misconduct & jﬂ : The Singapore government prohibits the sale of chewing gum that can only be ...
MRT'm Singapore are not Scenario = jl : In a bustling shopping district in downtown Singapore, a local convenience store owner | : . . .
perml.tted under the Rapid discreetly offers a variety of flavored chewing gum hidden under thl'mﬂm : »  Emulation: ge nerates realistic
Transit Systems Act. R Explanation e 1. The convenience store owner is violating the regflation by selling non-therapeutic ... | i test scena l'i oS ba se d on
: ’
EMULATION : 2;V, ;Y = A (2;(V, m;) evaluation behaviors from the
PURTERIUR R UMY (1) .............................................................. (1)(H ..... (1)) ....................................... : assessment memory,
i Realistic Scenario Tk Explanation e, Feedback 7;(p||xs : . .
: — . leveraging the in-context
On a busy weekday morning, the MRT train The man's action of eating a sandwich I DISAGREE with the scenario. . R
i | heading towards Marina Bay is packed with on the MRT is a direct violation of the Eating in public transportation, learni ng (Ic L) abilities of LLMs
| commuters. Amidst the crowd, a man in a Rapid Transit Systems Act in especially something as messy as a Result
| blue shirt pulls out a sandwich from his bag Singapore, which prohibits eating and family bucket from a fast-food Yk 1) — :
: | and starts eating it, brushing off crumbs that drinking on the MRT and carries a fine restaurant, can create seferai"safery =Pe  Refinement: iterative l_y refine
fall onto the floor. of up to $500 SGD. and hygiene issues. .
eSS W the scenarios based on
: 1 1
@ REFINEMENT : z; "), ;") = A, (z;™, T;(p||z;™)) feedback from target LLMs,
greseseessssane e et e e s . . .
| Self.refined Scenario 1 ? Explanation €, ) Feedback 75 (p| [z ) , outlined in a series of
' — : : intermediate reasonin
....As the train pulls into the next station, she The individual's action of eating a I AGREE with the scenario. Result £ ) | g
feels a pang of hunger. Without thinking, she granola bar on the MRT directly Eating a granola bar to stave off y® =11 ste ps (| .e., chain-of-th ought) ,
reaches into her bag, pulls out a granola bar, violates Singapore's Rapid Transit hunger while waiting for a proper 1 . o .
and takes a quick bite, hoping to stave off Systems Act, which prohibits eating meal is a common and generally ) proving long'ta il risks.
her hunger until she can get a proper meal.... and drinking on the MRT to maintain safe practice, especially when Final Result :
cleanliness and order. you're on the go. yp=1 1
Zheng etal. 2024
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Common Failures
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Not Knowing How

Show me the customers who have expressed dissatisfaction with Olivia zip jacket
Either going to the catalog (product) section or the marketing (review) section

Decided to go to Customers
Q customers section which o
) is not easy to select and
filter reviews jenomes

Customer Groups

CUSTOMERS
H of your business’ performance, using our dynamic product, order, and customer reports

e

“Language Models as Agents,” by Frank Xu @LTI, CMU

CSCI 5541 NLP
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https://phontron.com/class/anlp2024/assets/slides/anlp-20-agents.pdf

Not being Accurate

“... and set the due date to 2023 /12/23” e date

2023-12-13 ]]

Due date

q December 2023 b
2023/12/23 |

“... and set the due date to 2023-12-13" T B s e

17 18 19 20 21 22 23
Due date
24 25 26 27 28 29 30

| 31

( 2023-12-13

“Language Models as Agents,” by Frank Xu @LTI, CMU

CSCI 5541 NLP
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Hallucinations

) Q Login
Search
Search query * GPT-4: 21% examples failed due to repeated
DMV area typ| ng.

* May be related to hallucination effect,

50 results for DMV area: generates repeated actions

[2430] searchbox 'Search query' * Irrelevant content in a webpage hurts!

[5172] StaticText 'DMYV area'

Search query

DMV areaDMV areaDMV areaDMV area

“l anguage Models as Agents,” by Frank Xu @LTI, CMU
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A More Difficult Case..

“Assign this issue to myself.”

Q search GitLab 0z 14 ]
A allyproject.com The A11Y Project > allyproject.com > Issues > #1478 Add a to do »
@ Project information o ) 3 )
(D open (3 Issue created 11 months ago by ##: Roshan Jossy Developer Close issue : Assignee Edit
[ Repository ' )
1 of 34 checklist items completed Select assignee
[P Issues 40
List . Assign to
[Bug] 404s, bad host, timeouts, bad urls for URLs Z
Boards o .
linked from website myself >*

Service Desk
No matching results

Milestones Bug description
13 Merge requests » I checked links in the website with brokenlinkcheck.com and found the following links could potentially have Invite Members
¢ clcD problems
Due date Edit
Security & Compliance None
v y P #  URL lin
@ Deployments
o 1 https://jenniferbrownconsulting.com/inclusion-the-book/ In¢ Time tracking +
6 Packages and registries Th No estimate or time spent
@ Infrastructure -
; Confidentiality Edit
G2 Monitor 2 https://www.getstark.co/newsletter St
ps:/] 0 / ® Not confidential
Lt Analytics
3 https://www.allyproject.com/posts/everyday-accessibility/A11yProject.com/Resources Th
@ wiki Re Lock issue Edit
Unlocked
X Snippets 4 https://chrome.google.com/webstore/detail/i-want-to-see-like-the- La
B Snttinee co/jebeedfnielkcjlcokhiobodkijjpbjia

Notifications

« Collapse sidebar 5 https://chrome.google.com/webstore/detail/nocoffee/jjeeggmbnhckmgdhmgdckeigabjfbddl| Nc¢

“Language Models as Agents,” by Frank Xu @LTI, CMU
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Tools for Controlling
and Serving LLMs




Programing LLMSs for Controlled Generation

J We need to be able to parse the
output of LLMSs so that we (or
LLM agents) can act upon it.

o =2 We need to control or
constrained the generated
results.

J Guidance (Microsoft Al):

o Allows users to constrain
generation (e.g. with regex
and CFGs) as well as to
interleave control (conditional,
loops) and generation
seamlessly.

CSCI 5541 NLP

Basic generation

An 1m object is immutable, so you change it by creating new copies of it. By default, when you append things to
1m , it creates a copy, e.g.:

from guidance import models, gen, select 2
11ama2 = models.LlamaCpp(model)

# llama2 is not modified, "Ilm  is a copy of "1lama2" with 'This is a prompt' appended to its state
lm = 1lama2 + 'This is a prompt’

This is a prompt
You can append generation calls to model objects, e.g.
Im = 1lama2 + 'This is a prompt' + gen(max_tokens=10) &

This is a prompt for the 2018 NaNoWr

You can also interleave generation calls with plain text, or control flows:

# Note how we set stop tokens &
Im = 1lama2 + 'I like to play with my ' + gen(stop=' ') + ' in' + gen(stop=['\n', '.', "!'])

| like to play with my food. in the kitchen


https://github.com/guidance-ai/guidance

Programing LLMSs for Controlled Generation

Constrained Generation

Regex as stopping criterion

Select (basic) i ;
nconstrained:

select constrains generation to a set of options:

m = llama2 + '19, 18,' + gen(max_tokens=50)
Im = 1lama2 + 'I like the color ' + select{['red®, 'blue’, ‘green'])

. 19, 18, 17, 16, 15, 14, 13, 12, 11,10, 9, 8, 7, 6, 5, 4,
| like the color red

Regex to constrain generation Stop with traditional stop text, whenever the model generates the number 7:

Unconstrained:
m = Wlama2 + '19, 18,' + gen(max_tokens=50, stop='7")
Im = 1lama2 + 'Question: Luke has ten balls. He gives three to his brother.\n'

lm += 'How many balls does he have left?\n'
lm += 'Answer: ' + gen(stop='\n") 19, 18, 1

Question: Luke has ten balls. He gives three to his brother.
How many balls does he have left?
Answer: He has seven balls left.

Constrained by regex:

lm = 1lama2 + 'Question: Luke has ten balls. He gives three to his brother.\n'
lm += 'How many balls does he have left?\n'
lm += 'Answer: ' + gen{regex="\d+')

Question: Luke has ten balls. He gives three to his brother.

CSCl ¢ How many balls does he have left?
Answer: 7




Programing LLMSs for Controlled Generation

o Easy tool use: where the model stops generation when a tool is called, calls the tool,
then resumes generation.

.4 Now we call gen with these tools as options. Notice how generation is stopped and restarted automatically:
@guidance

def add(lm, inputl, input2):

, . ) A : . m = 1lama2 + '''\ &
+= = n +
im f {int(inputl) + int(input2)} it e midiL oy e
return 1m 2 - 3 = subtract(2, 3) = -1
@quidance v
def subtract(lm, inputl, input2): lm + gen(max_tokens=15, tools=[add, subtract, multiply, divide])
m += f' = {int(inputl) - int(input2)}'
(USLETLR 1+1=add(1,1)=2
@guidance

2 - 3 = subtract(2, 3) = -1
3 * 4 = multiply(3, 4) = 12.0
4 /5 =divide(4,5)=0.8

def multiply(lm, inputl, input2):
lm += f' = {float(inputl) * float(input2)}'
return lm

@guidance

def divide(lm, inputl, input2):
m += f' = {float(inputl) / float(input2)}'
return lm

CSCI 5541 NLP




Programing LLMSs for Controlled Generation

2 Constrained decoding works by masking the invalid tokens
Q Constraint decoding: JSON schema -> regular expression -> finite state machine -> logit mask

B | ol

\ "age": [0-9]+, | E " a g e L : [9'9]® s E
"house": "(Gr £Fin i " ' 5 6 ) |
S yffindor{Siytherin|Ravenclaw|Hufflepuff)", | ! A 4 ,

\} S

_______________________________________________________________

Regular Expression Finite State Machine

Please fill in the following |Pecode + FSM (piegse fill in the following |Decode + FSM

information about Harry Potter. information about Harry Potter. see
{ {
"name": "Harry", " age Vv "name": "Harry", =0 V
" = Age X "age": "1V
* hou X » fif X
Decoding Status Decoding Status V/ allowed next token

% not allowed next token

Constrained Decoding With Logits Mask

CSCI 5541 NLP The First SGLang Online Meetup 52 M
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Programing LLMSs for Controlled Generation

2 Compressing the finite state machine allows decoding multiple tokens
0 We can compress many deterministic paths in the state machine

Please fill in the following { Har i Pot Yor -
information about Harry Potter. ————"name": _" y = 2

Please fill in the following
information about Harry Potter.

amm

{
—_— _ "name": "Harry",
[ , H : Hryfﬁndor"’ "age": 15,
S==c Nl Scll Eoaslioiseies } "house": "Gryffindor"
}

Jump-Forward Decoding With Compressed FSM

( Please fill in the following X f e ( "
information about Harry Potter. 4 - fame ’ -
b - . Please fill in the following
o —— . information about Harry Potter.
o o o o H TEEITIT B —
\ y, name": "Harry",
"age": 15,
Yl "house": "Gryffindor"
1 ——[ 1 \n = = h ous e Vg = G J }
—
EEseaeo® o
) (] pecod
Normal Decoding With FSM () ump-Forward Generated JSONs
CSCI 5541 NLP The First SGLang Online Meetup 53 M



https://github.com/sgl-project/sgl-learning-materials/blob/main/slides/lmsys_1st_meetup_sglang.pdf

Efficient Serving of LLMs

] SGLang is a fast-serving framework for large language models and vision language
models. It comes with its unique features for better performance Serves the production
and research workloads at xAl.

Server
API| server
Client Tokenizer \
Native generation API Mode Worker
¢ > KV Cache memory pool (page size = 1 token)
OpenAl-compatible API Radix tree cache
Finite state machine analyzer
Structured language frontend Attention backend (Flashinfer and Triton)

Detokenizer //_

Lightweight and customizable code base in Python/PyTorch
. .

5. SN

CSCI 5541 NLP
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Efficient Serving of LLMs

J LLM inference pattern: a complex pipeline with multiple LLM calls

Rel;f:z;ts [ Question ] [ Follow-up question ] [Clarification]
Chained calls /\

LLM Calls [ Answer 1 ] [ Answer 2 ] [ Answer 3 ]

roquests (_Question ]

Answer 1 W

Parallel calls :
LLM Calls Answer 2

Answer 3 |

CSCI 5541 NLP
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Efficient Serving of LLMs

J LLM inference pattern: a complex pipeline with multiple LLM calls

Chained calls )

Parallel calls )

CSCI 5541 NLP

’

Multi-call structure brings optimization opportunities
(e.g., caching, parallelism, shortcut)


https://github.com/sgl-project/sgl-learning-materials/blob/main/slides/lmsys_1st_meetup_sglang.pdf

Efficient Serving of LLMs

J There are rich structures in LLM calls

:Turn1 Q) ] [Turn1 (A) ]

ChatHistory | [Tum2(Q | [ Tumn2() |

(a) Multi-turn chat

Chat History [Tun3(Q) | | Tum 3 (a)

Chat History Turn 4 (Q) Turn 4 (A)

7

Reusable KV cache (Key-Value cache, some intermediate tensors)

Prompt 1 , Few-shot examples ‘ , Question 1 —{ Answer 1
(b) Few-shot , N - _
. Prompt 2 Few-shot examples Question 2 Answer 2
learning ~ )\ )\
Prompt 3 Few-shot examples Question 3 Answer 3
he i i

CSCI 5541 NLP
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Efficient Serving of LLMs

. There are rich structures in LLM calls
Parallelizable branches

Question 1 ][ Answer 1 ]

Q

Search History l[ Q11 ] [ Al1l

Search History [ ﬁl fl [ All1l ]

e e )( )] |
Ii

n121 | A121 |

Question 2 ][ Answer 2 ]
Search History ]I[ Q21 ][ A2l |
[

Search History

(c) Tree search
with LLM agents

Search History Q211 A21.1 ]
Search History ] [ Q2.2 ] [ A22
Reusable KV cache : ‘
_ . Search History Jl Q221 ][ A221 |
(intermediate tensors)
| |

CSCI 5541 NLP
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Efficient Serving of LLMs

Parallelism

Use fork to launch parallel prompts. Because sgl.gen is non-blocking, the for loop below issues two generation
calls in parallel.

@sgl. function ﬂ;
def tip_suggestion(s):
s += (
"Here are two tips for staying healthy: "
"l. Balanced Diet. 2. Regular Exercise.\n\n"

forks = s.fork(2)
for i, f in enumerate(forks):
f += f"Now, expand tip {i+1} into a paragraph:\n"
f += sgl.gen(f"detailed_tip", max_tokens=256, stop="\n\n")

s += "Tip 1:" + forks[0] ["detailed_tip"] + "\n"

s += "Tip 2:" + forks[1] ["detailed_tip"] + "\n"
s += "In summary" + sgl.gen("summary")

CSCI 5541 NLP




Efficient Serving of LLMs

Batching

Use run_batch to run a batch of requests with continuous batching.

@sgl.function i
def text_ga(s, question):

s += "Q: " + question + "\n"

s += "A:" + sgl.gen("answer", stop="\n")

states = text_ga.run_batch(
[
{"question": "What is the capital of the United Kingdom?"},
{"question": "What is the capital of France?"},
{"question": "What is the capital of Japan?"},
]1
progress_bar=True

] SGLang also comes with features like constrained decoding as well.

CSCI 5541 NLP




Concluding Remarks
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Summary

A Emergent LLM capabilities now enable models that closely fit the concept
of an agent.

A Agents require components like planning, execution, interface, and
refinement.

d Even in-context learning with clever prompting—drawing inspiration from
fields like cognitive science and software engineering—can be effective in
real-world tasks.

4 However, LLM agents still make numerous mistakes, which may be
mitigated through reinforcement learning.

 Many open-source libraries exist for efficiently serving and controlling
LLMs, enabling them to function as reliable agents.

62 MR
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Looking Ahead

] Now is a great time to build applications or startups that were thought impossible just a
few years ago.

] Open-source LLMs are becoming smaller yet more powerful, enabling them to run on
devices like smartphones and robots.

J With multi-modality, LLMs can now have “ears” and “eyes,” and we expect to see more
autonomous agents capable of creating and executing new tasks and tools.

Level 1: OQutput Decisions Level 2: Task Decisions » Level 3: Process Decisions

Ability to make decisions Can choose which tasks Can create new tasks and
based on natural language and tools to execute tools to execute

Al Workflow ) ¢ X

Router Workflow X

- Autonomous Agent
CSCl g


https://www.vellum.ai/blog/agentic-workflows-emerging-architectures-and-design-patterns
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